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ABSTRACT

Benchmark intrusion detection datasets suffer from class imbalance, outdated attack
patterns and feature redundancy, yet their influence on model performance is underexplored,
particularly for recent datasets such as HIKARI-2821. This study measures how dataset choice
affects detection quality and computational cost across machine learning and deep learning
models. Ten models, five classical and five deep, were evaluated on NSL-KDD, UNSW-NBT5,
CIC-1DS2817 and HIKARI-2821 under six configurations per dataset combining two balancing
settings with three feature subsets, each repeated over five random seeds for 1,588 runs.
Every transform, including recursive feature elimination, was fitted on training data alone.
Analysis used repeated-measures ANOVA with effect sizes and bootstrap confidence
intervals. Dataset choice explains 9.5% of the variance in F1-score for classical models and
94.3% for deep models. Random Forest attains the highest F1-score on all four datasets.
HIKARI-2821 ranks first on accuracy and last on Fl-score, a divergence of 21.1 percentage
points, because its effective imbalance after deduplication is 34.8:1 rather than 13.7:1.
Removing network identifiers changes F1-score by under one percentage point for eight of
ten models. Findings are bounded by offline binary classification, fixed hyperparameters
and CPU-only measurement, and do not address cross-dataset transfer or multi-class
detection. Practitioners can match dataset, model and feature configurations to deployment
constraints using IDS-ReComm, a conceptual rule-based scheme derived from these results.
This is among the first studies to benchmark HIKARI-2821 against classic IDS datasets under
a leakage-free protocol with repeated seeds and a controlled identifier-removal ablation.

Keywaords: (Class imbalance; computational efficiency; deep learning; effect size; evaluation
metrics; feature selection; HIKARI-2827; intrusion detection;, machine learning; Precision-
Recall AUC)

1. INTRODUCTION

Intrusion Detection Systems (IDS] play a fundamental role in today's network security
environment. Conventionally, signature-based and anomaly-based approaches to intrusion
detection are continuously beleaguered with some constraints such as scalability, false
alarm rate and incapability of efficiently detecting new attack patterns [1]. Consequently,
new research approaches employing ML-based IDS as well as deep learning-based IDS are
gaining traction in this regard.

ML approaches are capable of providing high detection accuracy, however, they are
heavily dependent on manual feature extraction, training on labelled data, and accuracy
may decrease in case of raw, high-dimensional traffic [2], [3]. DL models have arisen from
this need for systems that remove dependence on manually extracted features and could
effectively learn from the raw data directly [4], [5].
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The effectiveness of both ML- and DL-based IDS depends fundamentally on the guality of
the training dataset. In 2823, attacks targeting Industrial Control Systems associated with
critical infrastructure exposed how ML-based IDS trained on outdated datasets can fail to
capture current attack patterns [6], [7], showing the importance of dataset selection to
effective threat mitigation.

Selecting a suitable dataset is essential for developing IDS models that generalise to current
cyber threats [8]. Despite extensive IDS research, two gaps motivate this study: first, there
is limited evidence on how modern datasets reflecting encrypted and synthetic attack
traffic affect ML and DL performance; second, very few studies compare traditional and
deep learning models across multiple datasets including the recently developed HIKARI-2821
dataset [9].

To address these gaps, this study evaluates the benchmark datasets NSL-KDD [18], UNSW-
NB15 [11], and CIC-IDS2817 [12], together with HIKARI-2821 [9], using ten ML and DL models.
Rather than evaluating models in isolation, the study centres on how dataset properties
influence detection accuracy, feature-subset efficiency, and computational cost, using
statistical validation to support practical dataset selection guidance.

The scope is deliberately limited to offline, binary classification with fixed hyperparameters,
to isolate dataset effects from confounding tuning decisions. All timings were measured
on CPU with GPU acceleration disabled, so that classical and deep models are compared on
identical terms. This simplifies deployment complexity and may under-represent DL upper-
bound performance, but supports attributing performance volatility to dataset properties.
Conclusions therefore describe relative performance trends under controlled conditions
rather than asserting dataset superiority in real-time or multi-class environments.

Beyond the empirical evaluation, this study introduces a conceptual, rule-based decision-
support scheme, IDS-ReComm, which organises the empirical findings into a structured set
of selection rules to help practitioners choose a dataset-model-feature configuration suited
to specific deployment requirements.

. A controlled comparison of five machine learning and five deep learning models
across four benchmark IDS datasets under six configurations each, repeated over
five random seeds, for 1,588 experimental runs.

. A leakage-free evaluation pipeline in which feature selection, encoding, correlation
filtering, and standardization are fitted on training data alone, with identical metric
definitions applied to both model families.

. Statistical analysis using a repeated-measures design that respects the pairing of
models across datasets, reporting effect sizes and bootstrap confidence intervals
alongside significance tests.

. Evidence that HIKARI-2821's apparent advantage is metric-dependent, with a
guantification of the duplicate structure and effective class imbalance that produces
it.

. An identifier-removal ablation on an identical row set, which measures rather than

assumes the contribution of network identifier fields.

. IDS-ReComm, a conceptual rule-based scheme that translates the empirical findings
into structured deployment guidance.

2. RELATED WORK
The work in this study was completed through systematic literature reviews in Scopus, IEEE
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Xplore, and Google Scholar (2819-2824) using keywords “IDS dataset evaluation”, “intrusion
detection benchmarking” and “deep learning intrusion detection”. This review favoured
literature focused on methodological robustness, dataset applicability, and reproducibility.
All related studies have been categorised into three major areas: IDS benchmarking
approaches; dataset issues and critique; and comparison of ML/DL approaches.

In[13], the researchers have used a deep learning-based NIDS on NSL-KDD, resulting in a recall
of 79.47% and an Fl1-score of 76.47%. In [14], Kumar et al. used a classification-based model
on UNSW-NB15 and developed a testbed dataset, RTNITP18, designed for real time tests.
Choudhary and Kesswani [15] made use of deep neural networks on KDD-Cup'99, NSL-KDD,
and UNSW-NB15, where accuracy greater than 98% was observed for all three datasets.
Ghurab et al. [16] carried out benchmarks on eight IDS datasets and advised current datasets
such as CIC-IDS2817 and CSE-CIC-IDS2818 since they represent today's threats.

Another shortcoming of the most popular IDS datasets is repetition, incorrect labelling and
implausible attack cases. Engelen et al. [17] discovered imperfections in CIC-IDS2817, in which
the implementation of DoS attacks was poor, while many feature extraction operations
were inaccurate, so they put forward a revised CIC-IDS2817. Liu et al. [18] discovered more
mislabelled records in CIC-IDS2817 and CSE-CIC-IDS2818; the rate of corrupted data in some
categories exceeded 75%, indicating potential instability issues of DL training on such
datasets. More issues, such as packet reordering and non-consecutive timestamps, were
reported in [19] as drawbacks of CIC-1DS2817.

HIKARI-2821 was similarly reviewed. Fernandes et al. [28] found two duplicate columns and
demonstrated that removal of network identifiers (IP addresses) degraded performance by
approximately 2%, a result returned to directly in Section 4.5, where the present study
tests it under a controlled ablation. Kwon et al. [21] identified significant class imbalance
in HIKARI-2821, negatively impacting the model, and found that the addition of sampling
boosted detection rate to 99.64%. Data-overlap issues were addressed by Zoghi and Serpen
[22] with a novel method of visualising data in the UNSW-NB15 dataset. Layeghy et al. [23]
analysed UNSW-NBT5, CIC-IDS2817 and TON-loT against actual traffic, concluding that while
the synthetic datasets reflect the same general structure as actual data, they do not
contain variety in background traffic.

Catillo et al. [24] trained IDS models on CIC-IDS2817 and USB-IDS-1 [25], obtaining strong
recall (8.97-8.99) on CIC-IDS2817 but struggling with slow attacks on USB-IDS-], illustrating
a common cross-dataset generalisation problem. Jha et al. [26] argued for scalable,
dynamically generated IDS datasets to address privacy and repeatability constraints.

Prior work has largely focused on benchmarking individual datasets, identifying dataset
flaws, or comparing ML/DL models on select datasets, but no study has methodically
compared HIKARI-2821 across multiple ML and DL models alongside classic IDS datasets, nor
examined computational trade-offs related to dataset choice under resource constraints.
This study addresses that gap by jointly analysing dataset influence on accuracy, feature
selection, and computational efficiency to inform dataset selection and model deployment.

3. METHODS

Four representative benchmarks covering various generations of network traffic and attack
styles were used: NSL-KDD, UNSW-NB15, CIC-IDS2817, and HIKARI-2821. Main features of
these datasets are shown in Table 1.
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NSL-KDD [18] enhances KDD-Cup'99 [27] by removing redundant records and handling class
imbalance. The NSL-KDD dataset consists of 41 features that represent four major types of
attacks (DoS, Probe, R2L and U2R). However, attack patterns represented in this dataset
have become outdated and do not precisely describe current traffic.

UNSW-NBI5 [11] was created by the Australian Centre for Cyber Security's Cyber Range Lab,
using an IXIA PerfectStorm traffic generator. The UNSW-NBI15 dataset has 49 features which
combine packet and flow-based features; there are nine classes of attacks: Backdoors,
Analysis, DoS, Fuzzers, Generic, Exploits, Reconnaissance, Shellcode and Worms. The dataset
consists of 175,341 records in the training set and 82,332 records in the test set. UNSW-
NB15 represents a varied and reasonably up to date attack set, but also contains several
redundant and highly correlated features.

CIC-IDS2817 [12] was generated by the Canadian Institute for Cybersecurity based on real
network data collected over five days (3-7 July 2817). This dataset contains 88 features
generated using CICFlowMeter across classes including botnet, DDoS, portscan, DoS, web
attack and infiltration, and suffers from high class imbalance due to the presence of
many missing values, more than 388,888 duplicates and errors in labels as well as feature
extraction [17], [18], [19], requiring careful preprocessing.

HIKARI-2821[9] was proposed as a contemporary successor to CIC-IDS2817, with 86 features
[28] spanning six traffic classes (Benign, Background, Probing, Bruteforce-XML, Bruteforce,
XMRIGCC CryptoMiner). As distributed, the file contains 555,278 flows of which 37,696 are
labelled as attacks, an imbalance ratio of 13.7:1. After removal of row-index and identifier
columns and deduplication on the feature set, 491,248 flows remain and the attack class
falls to 14,858, giving an effective imbalance of 34.8:1. In other words, 62.7% of the attack
flows in the distributed file are exact duplicates of other flows. Section 3.4 explains why
this duplication is not detectable while the per-flow identifier is retained, and Section 4.5
reports its consequences for evaluation. Prior work has also reported feature redundancy
and an accuracy drop of up to 2% when netwaork identifiers are removed [28], [21], a claim
tested directly in Section 4.5.

Table 1: Summary of Datasets Used in this Study

Feature NSL-KDD UNSW-NB15 CIC-1DS2817 HIKARI-2821

Year / Creator 2009, Tavallaee | 2815, Moustafa and | 2817, Sharafaldin | 2821, Ferriyan et al.
etal. Slay etal.

Features (raw) 4] 49 80 86

Records after cleaning 147,788 153,684 2,528,181 491,248

Attack rate after cleaning 47.85% 44.38% 16.89% 2.86%

Effective imbalance 111 1.3 4.9:1 34.8:1

Feature-identical duplicates | 727 183,989 387,775 64,638

0f which contradictory 98 414 697 34,248

labels

Access Public [29] Public [38] Public [31] Public [28]

Record counts in Table 1 differ from those commonly reported because deduplication is
performed on the feature set after removal of row identifiers. Section 3.4 explains the
procedure.

The experiments reported here were executed on a Linux high-performance computing
cluster at the National Institute of Technology Srinagar, using the SLURM workload manager.
The full design comprises 1,588 runs across five datasets, six configurations, ten models
and five random seeds, a scale that requires distributed batch execution. All runs were
executed on a single compute node, so timings are internally comparable throughout. The
node provides 64 physical CPU cores on a single socket and 583 GB of RAM, of which
each job was allocated 16 cores and 128 GB. The software stack comprised Python with
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Keras, scikit-learn, TensorFlow, NumPy, Pandas, Matplotlib and Imbalanced-learn. Although
GPU accelerators were present on the node, they were explicitly disabled for all runs, so
that classical and deep models are trained and timed on identical CPU hardware and the
computational comparison in Sections 4.4 and 5.2 is made on equal terms.

Allexperiments used binary classification (benign against malicious) to ensure methodological
consistency across datasets with different attack taxonomies. Binary modelling is widely
used in early-stage IDS evaluation to assess dataset separability and sensitivity to feature
selection; multi-class analysis is beyond the present scope.

Each dataset was evaluated under two balancing settings (imbalanced; SMOTE-balanced)
and three feature settings, yielding six configurations per dataset. The three feature
settings are: all features surviving the correlation filter; the top 28 selected by recursive
feature elimination with a Random Forest estimator; and the top 18 selected from those
20. The selections are nested, so the three settings form an ordered sequence rather than
three unrelated subsets. Each configuration was repeated with five random seeds, giving
1,688 runs in total across the four datasets and the identifier-removal variant described in
Section 4.5 (Tahble 2, Fig. 1).

Table 2: Dataset Configurations

Imbalanced Original class distribution, no balancing.
Balanced Class imbalance corrected using SMOTE [32], applied to the training split only.
Feature settings (1) All features surviving the correlation filter; (2) top 28 by RFE; (3) top 18,
selected from the 20.
Repetition Five random seeds (42 to 46) per configuration.
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Figure 1: Experimental pipeline. Every transform is fitted on the training split alone and applied to
validation and test data.

Five ML models (Decision Tree, Random Forest, Gaussian Naive Bayes, K-Nearest Neighbours,
Support Vector Machine) and five DL models (Gated Recurrent Unit, Long Short-Term Memory,
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Multi-layer Perceptron, SimpleRNN, Convolutional Neural Network) were evaluated (Table 3]).
Fixed hyperparameters and architectures were used across all datasets to isolate dataset-
model sensitivity from model-specific tuning effects, rather than to achieve absolute
optimum performance for every pairing. DT, RF, and GNB used scikit-learn defaults; KNN used
k = 3; SVM used an RBF kernel with balanced class weights, wrapped in a bagging classifier
of ten base estimators. GRU and LSTM used two recurrent layers (28 units, dropout 8.2) with
a sigmoid output; MLP used two dense layers of 28 ReLU units; SimpleRNN used a 58-unit
recurrent layer followed by a 58-unit ReLU dense layer; CNN used two convolutional layers
(32 and B4 filters) with max pooling, a 128-unit dense layer and 8.5 dropout. All DL models
used the Adam optimiser and binary cross-entropy loss (Table 4).

Table 3: Models Employed in this Study

Type Models

ML Decision Tree (DT), Random Forest (RF), Gaussian Naive Bayes (GNB), K-Nearest Neighbours (KNN),
Support Vector Machine (SVM]

DL Gated Recurrent Unit (GRU), Long Short-Term Memory (LSTM), Multi-layer Perceptron (MLP), Sim-
pleRNN, Convolutional Neural Network (CNN)

Table 4: Hyperparameters

Model Key parameters Tuning

DT / RF / GNB scikit-learn defaults None

KNN n_neighbors = 3 Fixed

SVM RBF kernel, balanced class weights, 18 base estimators, training Fixed
capped at 186,880 stratified instances

GRU / LSTM 2 layers (28 units), dropout 8.2, sigmoid output Fixed arch.

SimpleRNN Dense(50, ReLU) after 58 recurrent units, sigmoid output Fixed arch.

MLP Dense(28)-Dense(28])-Sigmoid Fixed arch.

CNN Conv(32)-MaxPool-Conv(64)-Dense(128]-Dropout(8.5)-Sigmoid Fixed arch.

All DL Adam optimiser, binary cross-entropy, batch 28688, max 2688 epochs, | Fixed
early stopping (patience 18) on validation loss

Recurrent and convolutional architectures are not obviously suited to tabular flow records,
which have no temporal or spatial ordering among their columns. They are nonetheless
applied to such records routinely in the IDS literature, usually without justification. One
purpose of a controlled comparison is to test whether that practice is warranted. The multi-
layer perceptron included here makes no sequential assumption and serves as the reference
point for that test; Section 4.2 reports the outcome.

Support vector machine training was capped at a stratified sample of 188,888 instances,
applied uniformly to all four datasets so that no dataset receives special treatment. Within
the bagging ensemble of ten base estimators this corresponds to 18,8688 instances per
estimator. The cap was necessary because an uncapped RBF-kernel implementation on
CIC-IDS2817 required in excess of 38 hours for a single configuration in preliminary runs,
which is not compatible with a five-seed design. Reported SVM results and timings therefore
understate an uncapped implementation.

Epoch counts are not set per dataset. All deep models use a single stopping rule: a maximum
of 288 epochs at batch size 2868, with early stopping on validation loss after ten epochs
without improvement and restoration of the best weights. The validation split is drawn from
the training data before any resampling, so it remains real and unbalanced. Under this rule
the number of epochs actually used varies by dataset: the mean is 156.8 epochs on NSL-
KDD and 167.1 on UNSW-NB15 against 99.8 on CIC-IDS2817 and 88.1 on HIKARI-2821. The larger
datasets converge in fewer epochs.
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Preprocessing follows a fixed order in which no step downstream of the train-test split
observes a test row:

’ Cleaning. Rows with missing or non-finite values are removed. Duplicate rows are then
removed on the feature set, retaining the first occurrence.

Splitting. A stratified 78/38 train-test split is drawn, followed by a stratified 96/18
split of the training portion into training and validation data. The validation split is
taken before any resampling, so it remains real and unbalanced.

. Encoding. A one-hot encoder is fitted on the training rows and applied to validation
and test data, with categories unseen in training ignored. Categorical columns with
more than 2688 distinct values are ordinal-encoded instead, since one-hot encoding of
the HIKARI-2821 address fields would produce approximately 18,988 dense columns.

. Correlation filtering. Pairwise absolute correlations above 8.95 are computed on the
training features only, with the label excluded, and redundant columns are dropped.

. Feature selection. Recursive feature elimination with a Random Forest estimator is
fitted on the training rows only, and the resulting selection is applied to validation
and test data.

Scaling. A standardiser is fitted on the training rows and applied to validation and test
data by transformation, not refitting.

. Resampling. SMOTE is applied to the training split alone. Validation and test data are
left untouched.

Deduplication on the feature set rather than the full row has a consequence worth stating.
Where duplicate detection is performed while per-row identifiers are still present, those
identifiers are unigue by construction and no duplicate can be found. With identifiers
removed, UNSW-NB15 loses 48.4% of its rows and HIKARI-2821 11.5% as exact duplicates, as
recorded in Table 1.

A further property of HIKARI-2821 emerges from the same check. Of its 64,8038 feature-
identical flows, 34,246 carry contradictory labels, meaning the same feature vector appears
both as benign and as an attack. The corresponding counts for NSL-KDD, UNSW-NB15 and
CIC-IDS2817 are 98, 414 and 697. Removing every member of an ambiguous group would
leave HIKARI-2821 with 3,298 attack flows at an imbalance of 137.9:1, too few to support the
present design, so the first occurrence is retained. Because the distributed file is ordered by
class, this resolution is order-dependent, a limitation recorded in Section 5.5.

Every model produces predicted labels and predicted probabilities, and all metrics are
computed from those arrays by the same library functions, so that classical and deep results
are directly comparable. Precision, recall and F1-score are reported for the positive (attack]
class, with macro-averaged variants recorded alongside. Accuracy, balanced accuracy,
Matthews correlation coefficient, ROC-AUC and Precision-Recall AUC are also reported. PR-
AUC is included because it is informative under heavy imbalance in a way that ROC-AUC is
not, a point Section 4.5 develops.

The unit of observation for statistical analysis is one combination of model, feature setting
and random seed, measured across datasets. These observations are paired rather than
independent, because the same ten models are re-measured on every dataset, and treating
them as independent inflates the F statistic. Results are therefore reported as repeated-
measures ANOVA with the model configuration as subject and dataset as the within-subject
factor, alongside the one-way result for comparability.
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Each F statistic is accompanied by eta-squared and omega-squared. Each mean and each
pairwise difference is accompanied by a bootstrap 95% confidence interval from 18,680
resamples, and Holm correction is applied across the pairwise family. Effect sizes are
reported because a significant result is not necessarily a meaningful one: deep learning
PR-AUC on CIC-IDS2817 exceeds that on NSL-KDD by 8.12 percentage points at p = 8.811, a
difference with no operational consequence.

4. RESULTS

All reported values are means over five random seeds. Figures show one standard deviation
as error bars.
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Figure 2: Accuracy across datasets: (a) ML models, imbalanced; (b) ML models, balanced; (c) DL models,
imbalanced; (d) DL models, balanced.

Deep learning models reach 99.48% mean accuracy on CIC-IDS2817 and 99.44% on
HIKARI-2821, against 97.77% on NSL-KDD and 89.74% on UNSW-NBI5. Classical models reach
97.31% on HIKARI-2821, 94.96% on NSL-KDD, 87.81% on CIC-IDS2817 and 85.37% on UNSW-
NB15. Balancing changes little: the mean difference in F1-score between the SMOTE-balanced
and imbalanced settings is under one percentage point across the grid, which is expected
given that NSL-KDD and UNSW-NBI5 are close to balanced after deduplication.

Random Forest attains the highest accuracy of any model on all four datasets, at 99.65%
on NSL-KDD, 91.23% on UNSW-NB15, 99.93% on CIC-IDS2817 and 99.49% on HIKARI-2821.
Gaussian Naive Bayes is the weakest classical model throughout, falling to 44.15% on CIC-
IDS2817 with all features (Fig. 2).

Mean F1-score by dataset separates the two families more clearly than accuracy does. For
classical models the order is NSL-KDD at 93.55%, CIC-IDS2817 at 84.18%, UNSW-NB15 at
81.44% and HIKARI-2821 at 75.77%. For deep models it is CIC-IDS2817 at 98.45%, NSL-KDD at
97.66%, HIKARI-2821 at 98.93% and UNSW-NBI5 at 88.38%.
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Figure 3: Recall across datasets: (a) ML, imbalanced; (b) ML, balanced; (c) DL, imbalanced; (d) DL,
balanced.

The component metrics show where these differences originate. Precision is consistently
the stronger of the two for classical models on HIKARI-2821, while recall collapses, which
is the signature of a classifier favouring the majority class under heavy imbalance (Figs. 3
and 4). Gaussian Naive Bayes shows the most extreme case, reaching 99.37% precision at
33.93% recall on NSL-KDD with all features.

Family means are misleading if read as a ranking of approaches. The best classical model
outperforms the best deep model on every dataset: Random Forest reaches 99.63% against
99.16% for CNN on NSL-KDD, 98.13% against 89.33% on UNSW-NBI15, 99.79% against 99.52%
on CIC-IDS2817, and 91.84% against 91.33% on HIKARI-2821. The deep learning family mean
is higher only because Gaussian Naive Bayes and the support vector machine depress the
classical mean. Comparisons between families should therefore be made model by model.
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Figure 4: Precision across datasets: (a) ML, imbalanced; (b) ML, balanced; (c) DL, imbalanced; (d) DL,
balanced.
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Figure 5: F1-score across datasets: (a) ML, imbalanced; (b) ML, balanced; (c) DL, imbalanced; (d) DL,
balanced.

On the guestion of architecture, the multi-layer perceptron performs within roughly one
percentage point of the recurrent models on every dataset while training in a fraction of
the time, at 76.84 seconds against 281.19 for GRU and 2684.48 for LSTM on CIC-IDS2617. The
sequential structure these architectures assume does not appear to recover information
from tabular flow records that a plain feed-forward network cannot.

Feature reduction degrades performance monotonically for both families. Mean Fl-score
falls from 98.9% with all features to 98.3% at twenty features and 95.5% at ten for deep
models, and from 96.8% to 96.5% and 94.4% for classical models (Fig. 5).

Dataset choice has a significant effect on F1-score for both families, but the magnitudes
differ by an order of magnitude. For classical models, the repeated-measures analysis gives
F(3,222]) = 35.85 at p = 6.2e-19 with an eta-squared of 8.895. For deep models it gives F(3,222)
= 2648.27 at p = 1.9e-173 with an eta-squared of 8.943. Dataset choice thus accounts for
9.5% of the variance in classical model performance and 94.3% in deep model performance
(Tahble 5).

Table 5: Effect of Dataset Choice on F1-Score by Model Family

Family One-way F eta-squared Repeated-measures F p
Machine learning 18.31 8.895 F(3,222) = 35.85 6.2e-19
Deep learning 1621.41 8.943 F(3,222) = 2648.27 1.9e-173

The dataset effect on classical models is statistically significant rather than absent; what
distinguishes the families is the size of the effect, not its presence. The finding is better
supported by effect size than by a significance threshold alone.
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Figure B: ROC-AUC across datasets: (a) ML, imbalanced; (b) ML, balanced; (c) DL, imbalanced; (d) DL,
balanced.

ROC-AUC is uninformative for cross-dataset comparison in this study. All deep learning
values fall between 8.9781and 8.9995, a span of 8.838 (Fig. 6], within which several pairwise
differences are significant but negligible: CIC-IDS2817 exceeds NSL-KDD by 8.28 percentage
points at p = 1.6e-88. PR-AUC separates the datasets more usefully and is reported in Fig. 7.
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Figure 7: Precision-Recall AUC across datasets: (a) ML, imbalanced; (b) ML, balanced; (c) DL, imbalanced;
(d) DL, balanced.

4.4. COMPUTATIONAL COST

Dataset choice significantly affects computational cost for both families. The effect is
proportionally larger for deep models, with an eta-squared of 8.636 for inference against
8.188 for classical models, because deep architectures are similar in cost to one another
while classical models are not, so model choice dominates dataset choice on the classical
side.
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In absolute terms the largest inference costs are classical. Mean inference time on CIC-
IDS2817 is 47.24 seconds for classical models against 8.69 seconds for deep models. The
cost is concentrated in two models: K-Nearest Neighbours takes 376.89 seconds and the
support vector machine 72.27 seconds on CIC-IDS2817 with all features, both scaling with
training-set size at prediction time. Random Forest, which is also the most accurate model
on every dataset, requires 8.43 seconds (Figs. 8 and 9).

Training cost runs the other way. Deep models require 257.14 seconds on average on CIC-
IDS2817 against 18.62 seconds for classical models. The practical reading is that classical
models are cheap to train and can be expensive to query, while deep models are expensive
to train and cheap to query (Table B).

Table 6: Mean Training and Inference Time by Dataset and Model Family (seconds, CPU only)

Measure NSL-KDD UNSW-NB15 CIC-IDS2817 HIKARI-2821
Machine learning Training 118 3.20 18.62 1.27
Machine learning Inference 8.88 1.96 47.24 2.88
Deep learning Training 28.49 34.84 257.14 44.82
Deep learning Inference B.21 8.22 B.69 8.27
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Figure 8: Training and inference time, ML models, all features, CPU only: (a] NSL-KDD; (b) UNSW-NB15; (c)
CIC-IDS2817; (d) HIKARI-2821.
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4.56. HIKARI-2821: METRIC DIVERGENCE AND THE IDENTIFIER QUESTION

HIKARI-2821 ranks first among the four datasets on accuracy and last or third on Fl-score.
The gap between its mean accuracy and mean Fl-score is 21.1 percentage points for classical
models and 8.6 for deep models. The equivalent gaps for the other three datasets are 1.4, 3.8
and 3.9 points for classical models and 8.1, 1.2 and 1.2 for deep models.

The cause is the dataset's effective class imbalance. After correct deduplication the ratio
is 34.8:1 rather than the 13.7:1 implied by the distributed file, so a classifier that predicts the
majority class attains high accuracy while detecting few attacks. Accuracy conceals this
and F1-score and PR-AUC reveal it. A benchmark can therefore appear to be the strongest of
a set under one metric and the weakest under another, and the difference is a property of
the benchmark rather than of the models evaluated on it (Fig. 18).
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Figure 18: Divergence between accuracy and Fl-score by dataset. Labels show accuracy minus F1-
score in percentage points.

Fernandes et al. [28] attributed part of HIKARI-2821's separability to network identifier fields.
To test this, the dataset was re-run with the four identifier columns (source and destination
addresses and ports) removed from an identical row set, so that only the columns differ
between conditions. For eight of ten models the change in mean Fl-score is below one
percentage point, and K-Nearest Neighbours improves slightly (Table 7, Fig. 11).

Table 7: Mean F1-Score on HIKARI-2821 With and Without Network Identifier Columns

Model With identifiers Identifiers removed Change (pp)
Random Forest 91.58 91.37 +8.13
K-Nearest Neighbours 89.53 89.72 -8.19
Decision Tree 91.e6 98.57 +8.43
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Model With identifiers Identifiers removed Change (pp)
CNN 9113 98.58 +0.55
SimpleRNN 98.81 98.23 +0.58
LSTM 96.86 96.088 +0.86
GRU 96.86 89.98 +0.88
MLP 98.64 89.76 +0.88
Support Vector Machine 73.18 57.18 +16.80
Gaussian Naive Bayes 34.44 15.79 +18.65

The two exceptions are the models least able to handle high-cardinality ordinal features,
and both are unstable on the affected configuration: the support vector machine records
a standard deviation of 24.81 on a mean of 28.48 in the top-28 setting. Their sensitivity is
attributed to encoding rather than to leakage.

A different form of leakage is present in the distributed file. It carries two row-index columns
and a per-flow identifier, and it is ordered by class, so a sequential index predicts the label
almost perfectly. Those columns are removed in the present study. Their removal, together
with correct duplicate detection, accounts for the difference between the results reported
here and performance figures reported for this dataset in the prior work.
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Figure 11: HIKARI-2821 identifier-removal ablation on an identical row set. Labels show the change in
mean F1-score in percentage points.

5. DISCUSSION

These results clarify how dataset selection affects IDS model performance. The central
pattern is that classical models are markedly less sensitive to dataset choice than
deep models, with dataset accounting for 9.5% against 94.3% of variance in Fl-score. A
practitioner choosing a classical model can expect its behaviour to transfer more predictably
across benchmarks than a deep model's.

Dataset recency is not by itself evidence of benchmark quality. HIKARI-2821 is the most
recent of the four datasets examined, and its advantage is confined to accuracy, the metric
least suited to a benchmark at 34.8:1 imbalance.

A central methodological choice, fixed hyperparameters and architectures across datasets,
was intended to attribute performance differences primarily to dataset characteristics
rather than model-specific tuning. This increases comparative validity but will not achieve
absolute optimum performance for every model-dataset pairing.
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The assumption that classical models perform poorly under class imbalance and feature
selection is not supported here. Random Forest attains the highest Fl-score on all four
datasets while requiring 8.43 seconds for inference on the largest, and Decision Tree is
second on three of four. K-Nearest Neighbours and the support vector machine remain
accurate but are the most expensive models to query, which bears directly on their suitability
for real-time deployment. The default preference for deep models in IDS work is difficult to
justify on these benchmarks.

Scalability remains a central constraint for IDS deployment in resource-constrained
environments such as IoT and edge computing. K-Nearest Neighbours requires 3708.89
seconds to classify the CIC-IDS2817 test set against 1.28 seconds for the convolutional
network, so it is not a low-latency choice at scale despite its low training cost. Random
Farest combines the highest Fl-score on every dataset with inference cost comparable to
the cheapest deep models, and is the appropriate default for latency-sensitive deployment.
Where a deep model is required, the multi-layer perceptron offers the lowest training and
inference cost of the five at close to the accuracy of the recurrent architectures.

The dataset-model sensitivity differences and computational trade-offs established above
form the basis for IDS-ReComm, a conceptual scheme intended as a decision-support aid
for choosing an appropriate dataset, model and feature configuration based on deployment
context. IDS-ReComm is a structured expression of the empirical findings of Section 4 and
the guidance in Section 5.2 as a set of if-then selection rules, not a learned, adaptive,
or software-implemented recommendation engine; a working implementation and its
independent evaluation are proposed as future work (Fig. 12, Section B).

Diataset-Mods Rule-Hased
Seraitivity Patterrs Decision Logic

Figure 12: IDS-ReComm workflow: dataset characteristics and operational requirements combine
with empirically derived dataset-model sensitivity patterns and rule-based decision logic to produce
configuration recommendations.

IDS-ReComm has four components. The Input Layer takes user-specified constraints such
as computational budget, prioritised metrics, imbalance tolerance and real-time preference.
The Rule-Based Selection Engine applies heuristic deduction and weighted scoring
drawn from the empirical results of Section 4. The Knowledge Base is a repository of the
statistical and performance data from this study's experiments. The Output Layer returns
the recommended configuration together with supporting performance figures, statistical
validation, and applicable caveats, so that recommendations remain auditable rather than a
black box (Table 8, Fig. 13).
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Figure 13: Components of IDS-ReComm: Input Layer, Rule-Based Selection Engine, Knowledge Base, and
Output Layer.
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Table 8: Example Rule Specifications in IDS-ReComm

Condition Recommended configuration

Low compute budget;
latency-sensitive Random
Forest with all features.

Highest F1-score on all four datasets and 8.43 s inference on the largest. Avoid
KNN and SVM, whose inference cost scales with training-set size (378.89 s and
72.27 s on CIC-1DS2817).

High resource availability; F1
priority

Random Forest, or CNN, where a deep model is required. On CIC-IDS2817 these
reach 99.79 and 99.52 mean F1-score respectively.

Heavily imbalanced target
traffic

Report PR-AUC and F1-score, not accuracy. On HIKARI-2821 at 34.8:1 the two
diverge by 21.1 percentage points for classical models.

Constrained feature budget

Prefer 28 features over 18. Mean F1-score falls by roughly 8.6 points from all
features to 28, and by a further 2.8 points from 28 to 18.

Real-time or streaming
deployment Advisory flag
recommending pilot

validation, since all findings reflect offline evaluation only.

Table 9: Overall Dataset Assessment and Deployment Guidance

Dataset Recommended models Key observation

NSL-KDD RF, DT, KNN

Highest classical F1-scare of the four at 93.55 mean. Near-balanced,
so accuracy and F1 agree to within 1.4 points. Suited to lightweight
comparative work.

UNSW-NB15 | RF; CNN where a deep Lowest deep learning F1-score of the four at 88.38. RF leads CNN by

model is required 8.81 points.
CIC-1DS2817 | RF, DT; CNN for deep Highest deep learning F1-score at 98.45, but RF still leads at 99.79.
comparison Largest computational cost of the four in both training and inference.
HIKARI-2821 | RF; interpret with care First on accuracy and last on Fl-score. Effective imbalance 34.8:1

after deduplication. Report PR-AUC and F1, and remove index and
identifier columns before use.

Table 9 summarises this guidance by dataset. For academic research, dataset selection
should align with research objectives, and reported metrics should suit the dataset's
class balance rather than default to accuracy. For real-world deployment, CIC-1DS2817 and
UNSW-NB15 need substantial preprocessing, and any HIKARI-2821-trained model should be
validated on traffic with a realistic class balance before deployment claims are made. For
model optimisation, feature selection should be strategic rather than aggressive, since the
drop from twenty features to ten is roughly five times larger than the drop from all features

to twenty.

Controlled rather than operational testing. Results reflect offline conditions; real-time
validation in realistic network settings remains future work.

Binary classification only, with fixed hyperparameters and architectures. Absolute
optimum performance for each model and dataset pairing was not sought.

Support vector machine training was capped at 188,888 stratified instances, so
reported SVM results and timings understate an uncapped implementation.

All timings reported here were measured on a single cluster node configuration with
GPU acceleration disabled. Absolute values will differ on other hardware, and the
relative comparisons between model families should be read as specific to CPU-only
execution.

Deduplication retains the first occurrence within a group of feature-identical flows.
Because HIKARI-2821 is ordered by class, this resolution is order-dependent, and
34,246 of its flows carry contradictory labels.

Deep models in the ten-feature setting frequently reached the 288-epoch cap
without early stopping, so those results should be read as a lower bound rather than
converged performance.

http://apc.aast.edu



http://dx.doi.org/18.21622/ACE.2826.86.2.2333

. Cross-dataset transfer, adversarial robustness and multi-class detection are outside
the present scope.

. IDS-ReComm is conceptual. It has not been implemented, and its rules are derived
from four datasets under a single experimental protocol.

6. CONCLUSION

This study evaluated five machine learning and five deep learning models across four
benchmark IDS datasets under six configurations each, repeated over five random seeds,
using a pipeline in which every transform is fitted on training data alone. Dataset choice
accounts for 9.5% of the variance in Fl1-score for classical models and 94.3% for deep
models, confirming that classical models are markedly less dataset-sensitive while showing
the effect to be small rather than absent. Random Forest attains the highest F1-score on all
four datasets and among the lowest inference cost.

HIKARI-2821 ranks first on accuracy and last on Fl-score. Its effective class imbalance
after correct deduplication is 34.8:1 rather than 13.7:1, and 62.7% of its attack flows are
exact duplicates, a structure that cannot be detected while a per-flow identifier defeats
any duplicate check. An ablation on an identical row set shows that removing network
identifiers changes Fl1-score by under one percentage point for eight of ten models. These
observations bear on how IDS benchmarks are selected and reported as much as on how
models are chosen.

Future work should extend the evaluation to multi-class settings and cross-dataset transfer,
implement and validate IDS-ReComm rather than leaving it conceptual, and examine whether
the duplicate and labelling structure documented here for HIKARI-2821 appears in other
recent benchmarks.
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The complete experimental pipeline, submission scripts and automated consistency audit are
available at https://github.com/ifrahnagash/ids-recomm-evaluation. Per-run predicted labels
and probabilities for all 1,588 runs are archived at https://doi.org/18.5281/zenodo.22485481.
The four datasets analysed are not redistributed, as their licences rest with their original
providers, and are publicly available from the sources cited in Table 1.
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