Maritime Research and Technology M R I http://dx.doi.org/10.21622/MRT.2024.03.1.747
ISSN 2812-5622

(" )

The Influence of Computerized Simulation
Techniques on Maritime Security Exercises:
ISPS Code

Ahmed Mohy Ibrahim

Head of Quality Assurance Unit at Regional Maritime Security Institute,
Arab Academy for Science, Technology and Maritime Transport (RMSI
- AASTMT), Alexandria, Egypt.

ORCID: (0000-0001-5582-382X)

Emails: ahmedmohyyy@aast.edu, ahmedmohyy@gmai.com

Received on: 07 November 2023 Accepted on: 03 December 2023 Published on: 15 February 2024

ABSTRACT

Purpose: Maritime security necessitates adept collaboration among port facility
security teams, seafarers, and governing authorities. Maritime Education and
Training (MET), guided by international standards, conforms to their competence
and proficiency, especially in security exercises, boosting understanding of roles
and responsibilities in challenging security scenarios. The pivotal role of international
maritime communities in shaping future MET by embracing computerized simulation
techniques indicates a new era in maritime safety simulations but lacks insights into
adopting security scenarios. Revolutionizing the use of computerized simulators for
seafarers in maritime safety sectors is advancing, yet there is limited intervention in
security exercises.

Design/Methodology/Approach: This study explores integrating immersive
technologies into theoretical “tabletop exercises”, aiming to enhance the
strengthening of realistic exposure to high-risk scenarios. The research emphasizes
the significance of MET guided by international standards and proposes leveraging
computerized simulation techniques, aiming to revolutionize security exercises.
Employing a descriptive and analytical exploration approach, this study offers a
thorough examination of challenges within maritime security training. It provides a
comprehensive overview by not only describing the current state but also critically
analyzing the potential impacts and effectiveness of immersive technologies. This
assessment focuses specifically on how these technologies enhance practical training
for maritime security personnel.
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INTRODUCTION

The maritime industry's ongoing digital transformation
is driving rapid change and is expected to persist as
the maritime sector becomes more intelligent and
automated, especially inMaritime Educationand Training
(MET) (Cicek et al., 2019; Tijan et al., 2021). Operating
within a multifaceted global scene of challenges and
risks, the complex maritime environment increasingly
demands enhanced connectivity and technological
advancements. Emphasizing the less focused aspects
of the International Ship and Port Facility Security
(ISPS) Code's measures, several areas might receive
comparatively less attention. Focusing on leveraging
emerging technologies presents a pivotal opportunity
to mitigate severe security risks within maritime
port facilities and onboard vessels, an area receiving
comparatively less attention than safety in the
industry’'s agenda (Bueger, 2015; Dalaklis, 2017; Tijan
etal., 2021).

Furthermore, ensuring controlled technology
integration to educate and train personnel is crucial
in addressing the array of threats and vulnerabilities
in this complex smart maritime industry (Ben Farah
et al., 2022). Throughout history, the sea-to-shore
interface has been a source of wealth and risk (Pagan
et al., 2016). It remains vital for coastal governments
to sustainably manage and protect sea resources
(UNCLOS, 1982). The future vision of the Sustainable
Development Goals (SDGs) for the international
maritime community's efforts to conserve and
responsibly utilize marine resources from inland waters
to the high seas emphasizes the need for advanced
security education and training scenarios within
MET programs and assets to equip seafarers and
Port Facility Security Personnel (PFSP), decision-
makers, support agencies (such as bomb squads
and firefighting teams), and stakeholders with skills
and updated knowledge necessary from advanced
security exercises approaches (Bueger et al., 2020;
IMO, 2003; Kim et al., 2021; Ringsberg and Cole,
2020). At present, security exercises adhere to the
basic requirements outlined in the ISPS Code, including
the utilization of a traditional tabletop simulation
approach (IMO, 2003). There is a missed opportunity
to utilize advanced computerized simulation
techniques (immersive technologies) compatible with
technological advances to effectively address the
evolving challenges and emerging risks in the maritime
industry (Felsenstein et al., 2013; Mallam et al., 2019).

LITERATURE REVIEW

The absence of integrating immersive technological
solutions by some maritime security exercise providers
may potentially delay the progression of several
aspects within the advancing trends of the smart
maritime industry (Dewan et al., 2023). Furthermore,
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this oversight overlooks essential aspects, especially
in fostering the mindset of security experts and
their skills and knowledge. This encompasses the
need for refined strategies, including rehabilitation
techniques, to address piracy, armed robbery,
cyber threats, vulnerabilities, and other increasingly
relevant challenges and risks within today’'s dynamic
and technologically advanced maritime industry (Tam
and Jones, 2018). Consequently, maritime security
personnel face ineffective preparation in dealing
with emergent risks such as cyber threats and other
evolving security scenarios (Afenyo and Caesar,
2023). This absence of sophisticated simulations
based on immersive technological solutions, delays
the comprehensive qualification and preparation of
maritime security personnel, influencing their ability
to effectively manage real-time security risks in the
continually evolving maritime security challenges,
whether within port facilities or aboard ships (Bueger
etal., 2020; Erstad et al., 2023).

Efforts led by the International Association of Maritime
Universities (IAMU) and World Maritime University
(WMU) paved the way for innovative research
exploring new computerized simulation techniques to
adapt immersive technologies into MET. Collaborative
projects between maritime industry stakeholders and
educational institutions are actively developing novel
MET strategies, particularly focusing oninstilling crucial
leadership skills through initiatives like the Global
Maritime Professional - Body of Knowledge (GMP-
BoK) (IAMU, 2019;IAMU, 2022). These initiatives
aim to enhance the skill sets and knowledge base
of maritime personnel in response to the industry’s
evolving demands. The adoption and integration of
advanced computerized simulation techniques based
on immersive technologies are crucial for modernizing
educational and training methods, especially in
renovating maritime security exercises within the
maritime sector. Unfortunately, the prevalent reliance
on traditional methods for security simulator exercises
during epidemics and environmental disasters has
exposed a significant technology integration gap at
the local, regional, and international levels. This gap
specifically concerns the integration of computerized
simulation techniques within maritime institutes to
meet the requirements outlined in the ISPS Code.
This lack of optimal utilization or interest in immersive
technology development is concerning.

The International Maritime Organization (IMO) is a
specialized United Nations body for the maritime
industry, its role involves uniting and fostering a safe
and secure environment by facilitating coordination
among contracting governments to establish codes
and conventions. Since 1978, an essential element
of the current security training has been outlined
within the Standards of Training, Certification, and
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Watchkeeping for Seafarers (STCW) Convention
(Lun et al.,, 2023). Furthermore, the obligations
and recommendations regarding security needs are
available in SOLAS conventions, especially Chapter
XI-2 and ISPS Code enforcement in 2004, following
the September 11", 2001 aviation incident, the ISPS
code was inspired by best practices from the aviation
industry.

The ISPS code mandates that security training
"exercise" is required for the capacity-building
of seafarers and shore security personnel. The
implementation of the ISPS code indicates special
methods to carry out security exercises, such as
full-scale onsite, tabletop simulation or seminar, or
combined exercises with different scenarios that
should be performed regularly (Arof and Khadzi, 2018;
IMO, 2003). Security exercises must be carried out
at least once in consecutive Gregorian years, with a
maximum of 18-month interval between each session.
The ISPS Code underscores the necessity for security -
specialized personnel who undergo training to address
security breaches across various security levels (IMO,
2003). This security exercise could be conducted
jointly for both the ship and the port facility, either
separately or simultaneously. Thus, ensuring familiarity
with security plans, security procedures, emergency
plans, and the best practices for security mitigation
approaches. Moreover, this security exercise scenario
could be combined with safety scenarios such as
firefighting, and more (Vukelic et al., 2023). Scopus
database findings reveal limited sources discussing
technology integration within ISPS Code security
exercises, particularly focused on tabletop simulation
methods for maritime security exercises.

The human factor persists as the game changer
in every phase of the maritime industry (lbrahim,
2022). The specialized security personnel should
encompass a wide range of knowledge and training
as specified in the ISPS Code; the emphasis on
traditional tabletop simulations for MET fails to leverage
advanced technological methods for the practical
readiness (Kim et al., 2023). Despite the extensive
training requirements outlined, covering security
administration, legislation, emergency preparedness,
and more, the Code's reliance on drills and exercises—
typically conducted through tabletop simulations—
reveal a limited integration of computerized simulation
techniques within some maritime institutes. The Code
stresses the importance of security exercises, but
the lack of utilization of more advanced, immersive
simulation techniques could disable the comprehensive
preparedness and practical experience necessary
to effectively manage and respond to immediate
security threats in the maritime sector. Fig. 1 shows
the traditional " Tabletop Simulation” layout parties for
MET as the minimum requirement of the ISPS code.

Traditional Security Exercises “Tabletop Simulation™
Joined between Ship and Port Facility
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Unforcefully, whenitis utilized as “tabletop simulation”,
itis still conductedby the majority of MET providers with
theoretical demonstration methods without the benefit
of computerized simulation techniques. Nevertheless,
demonstrations for the roles, responsibilities, and
activities during the tabletop simulation scenarios
for a security exercise most of the time during
pandemics were conducted theoretically with a very
rare reliance on the use of technological means to
train the joint elements, especially considering that
they are in charge of preparing for and fending off
security threats. As a result, this would impact the
effectiveness and efficacy of MET for the capacity-
building of security specialists and would increase
the security coordination gaps, for example, while
implementing the Declaration Of Security (DOS).
Fig. 2 shows the flow of information between the
concerned parties when implementing the security
levels. The DOS process establishes communication
and coordination between a ship and a port facility or a
ship and another ship to ensure security measures are
aligned and implemented effectively.
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COMPUTERIZED SIMULATION TECHNIQUES

Utilizing simulators or engaging in practical training
stands as one of the most effective approaches to
acquiring experience, competencies, and essential
skills within the maritime industry (Hjellvik and Mallam,
2023). Bridge simulators as examples designed
realistically represent safety-simulated scenarios
covering watchkeeping, collision avoidance, and
other safety concerns. These simulators have found
extensive use in practical training for seafarers (Wiig
et al., 2023). However, these levels of computerized
simulation techniques rarely combine or adapt security
scenarios. The integration of computerized simulation
techniques within security exercises, especially
tabletop simulations, as outlined in the ISPS Code,
leads to the potential benefits that could revolutionize
the efficiency of MET. By utilizing computerized
simulations, participants could experience realistic
scenarios of security threats, such as cyber threats
or piracy, enabling a more immersive and practical
learning environment. This technology would bridge
the gap between theoretical knowledge and practical
application, offering a dynamic platform to test and
adapt responses to various security challenges in
the maritime sector (Longo et al., 2023). It would
also provide hands-on experience to develop and
refine security protocols, potentially leading to more
competent and well-prepared responses to real-time
security incidents withinport facilities or onboard ships.
Computerized simulation techniques stand as a pivotal
asset in augmenting the capacity-building of security
personnel across various industries. By replicating
realistic scenarios, they offer an environment for
personnel to practice responses to complex security
challenges, fostering experiential learning that
significantly enhances their capabilities. This allows
individuals to learn from mistakes in a risk-free setting,
promoting a culture of continual improvement and
refining their skills without real-world ramifications
(Hjellvik and Mallam, 2023; Longo et al., 2023). The
customization capacity of these simulations allows
industries to tailor scenarios, directly addressing
specific security concerns and ensuring that training
is precise and relevant to their field (Baldauf et al.,
2016).

Incorporating computerized simulation techniques into
security exercises, specifically tabletop simulations
following ISPS procedures brings several additional
benefits. It allows for the exploration of a wide
range of dynamic security scenarios, creating a
safe environment for testing response strategies to
unforeseenmaritime security threats and vulnerabilities
(Bueger, 2015; Doolani et al., 2020). This approach
also enables the monitoring and assessment of
the performance of specialized maritime security
personnelincomputerizedhigh-risk security scenarios,
facilitating targeted improvements and ongoing training
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refinement while receiving feedback (Bueger et al.,
2020; Paro et al., 2022). The interactive nature of
these computerized simulations utilizing immersive
technologies allows for a comprehensive evaluation
of the performance of maritime security specialists
participating in the security exercise. These tools
collect extensive data during exercises, enabling in-
depth assessments of each participant's responses
and strategies. This data-driven approach, which
offers a detailed understanding of individual strengths
and weaknesses, could pave the way for tailored
training programs that address identified gaps and
enhance competencies effectively (Hilfert and Konig,
2016; Hjellvik and Mallam, 2023; Vukelic et al., 2023;
Yin et al., 2021).

Furthermore, it encourages collaboration between the
centers of maritime security responsibility, whether
onshore or on board the ship, as various stakeholders
within the maritime industry can participate in these
simulations, fostering a more comprehensive and
cohesive response network within a renovated
smart maritime industry (Hjellvik and Mallam, 2023).
Therefore, these simulations can significantly enhance
the adaptability and readiness of the maritime security
specialized personnel, thereby better preparing
them to handle the complexities of modern security
challenges effectively (Barrionuevo et al., 2021;
Felsenstein et al., 2013). An additional advantage lies
in the adaptability and currency of these simulations.
They can be easily updated to reflect emerging
security threats and changes in the smart maritime
industry.

DISCUSSION

The conventional security “tabletop exercise”
approach, while foundational to some extent in some
cases as stated also in the ISPS code, exhibits gaps
and limitations in the rehabilitation of the security
specialized personnel at various levels within the
maritime industry (Arof and Khadzi, 2018; Vukelic
et al., 2023). For instance, in preparing for the
multifaceted risks faced in the maritime industry in
dealing with cyber threats, the tabletop exercise might
discuss protocols theoretically, but a computerized
simulation can immerse participants in realistic cyber
breach scenarios. In the case of piracy or armed
robbery, a tabletop exercise might simulate the
situation verbally, whereas a computerized simulation
could mimic real-time scenarios, offering practical
insights into response strategies by utilizing immersive
technologies as shown in Table | including Virtual
Reality (VR), Augmented Reality (AR), Mixed Reality
(MR), Extended Reality (XR), Artificial Inteligence
(Al), Metaverse, Haptic Feedback Systems, Wearable
Technology, 3D Modeling and Visualization, Gesture
Recognition, Biometric Recognition and Hologram
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Lighting (Doolani et al., 2020; Felsenstein et al.,
2013; Hajjami and Park, 2023; Kim et al., 2023; Laera
et al., 2023; Paro et al., 2022; Vukelic et al., 2023).
The tabletop exercise limitations lie in its theoretical
and discussion-based nature, whereas computerized
simulations bridge these gaps by providing immersive,
practical experiences for a more comprehensive
understanding and response preparedness to diverse
risks.

Computerized simulation techniques utilizingimmersive
technologies could replicate various maritime
scenarios settings, such as different types of ships,
port facilities, and complex infrastructures, offering
a diverse range of security exercise environments
for renovated "tabletop simulation”. This exposure
prepares security teams for a wide array of potential
security challenges (Felsenstein et al., 2013). These
technologies enable trainees to learn and practice
security protocols in a risk-free environment (Hjellvik

and Mallam, 2023; Longo et al., 2023). They can make
mistakes, learn from them, and refine their responses
without exposing actual maritime security. This helps
in preparing security personnel for rare but critical
situations (Felsenstein et al., 2013) and immersive
technologies contribute to heightened practical
training experiences for maritime security specialized
personnel. Additionally, computerized simulation
techniques facilitate repetitive training sessions,
allowing maritime security specialized personnel to
practice scenarios multiple times, improving response
times, decision-making skills, and overall preparedness
without real-world limitations creating more engaging
and interactive training sessions, enhancing the
learning experience. Table | shows an integration of
computerized simulation techniques of immersive
technologies possibilities that could revolutionize
the maritime security exercise as per the ISPS code
requirements in several ways.

Table I: The Benefits of Immersive Simulation Techniques for Security Exercise

Immersive Technology

Virtual Reality (VR)

Augmented Reality (AR)

Mixed Reality (MR)

Extended Reality (XR)

Artificial Intelligence (Al)

Metaverse

Haptic Feedback Systems

Wearable Technology

3D Modeling and Visualization

Gesture Recognition

Biometric Recognition

Hologram Lighting
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Benefits for Security Exercise

Offers realistic, immersive simulations of maritime security exercise scenarios. Provides
a practical, interactive experience for the security-specialized personnel.

Overlays virtual elements onto real- world environments, enhancing situational awareness
and security exercise within authentic settings.

Merges real and virtual environments, allowing security - specialized personnel to interact
with and manipulate virtual objects within their physical surroundings during the security
exercise.

Encompasses VR and AR, creating a more immersive and interactive security exercise
experience by blending real and virtual worlds.

Enables dynamic and adaptive security simulations that respond to participants’ actions
during the exercise, providing personalized challenges and learning experiences.

Revolutionizes training through interconnected, persistent digital environments, allowing
collaborative and comprehensive security exercises in a highly interactive, expansive
digital space.

Provides tactile sensations for a more realistic simulation experience, enhancing muscle
memory and physical skill development.

Integrates devices like smart glasses or smartwatches to provide real-time information,
enhancing situational awareness and decision-making.

Offers detailed 3D models for in-depth exploration of ship and port facility security
layout, aiding in comprehensive understanding and planning during security exercises.

Allows participants to interact with simulations through hand and body signals, providing
a more natural and intuitive training experience.

Utilizes biometric data for security access training, enhancing understanding and
protocols related to identity verification and security procedures.

Augments the security exercise environment by projecting holographic images,
enhancing visualization and understanding of complex maritime structures and security
layouts.

Source: Author

http://apc.aast.edu



Maritime Research and Technology

MRT

http://dx.doi.org/10.21622/MRT.2024.03.1.747

ISSN 2812-5622

Adaptability of Computerized Simulations

Leveraging immersive technologies is exemplified
through the integration of AR and gesture recognition
systems, incorporating head-mounted devices and
sensors worn on the hands of security specialized
personnel. These devices, coupled with augmented
software, are specifically tailored for constructing
security scenarios, such as addressing suspicious
objects on ships or within port facilities. The design
of these scenarios involves the use of programs that
seamlessly integrate them into AR, simulating the
actual physical environment for security-specialized
personnel. This immersive approach aims to enhance
their abilities and skills, enabling them to comprehend
and manage potential risks effectively. The milestones

of implementing the security exercise simulator,
illustrated in Fig. 3 and Table Il for the 5C action
application, exemplify the practical application of
this technology, particularly in scenarios involving
the combating of suspicious objects. Moreover,
educational institutes with bridge simulators can take
the initiative by integrating hologram lighting to display
suspicious objects for specialized security personnel.
This integration allows for the explanation of scenarios
on dealing with such objects, seamlessly merging
with safety-specialized simulators and implementing
the procedures of the 5C Action application. The
transformative influence of computerized simulation
techniques on maritime security exercises emphasizes
the significant opportunities presented by these
immersive technologies.

The Influence of Augmented Reality (AR) and Gesture Recognition on Maritime
Security Exercises Simulator

AR Head-Mounted Device

Security Specialized
Personnel

~
~
.
~
~

A

/
/

Gesture Recognition

Milestone 1

Familiarization of the equipment to
the security specialized personnel

Milestone 2
Start the Security
Exercise Simulator/
Run the Simulated Scenario

Milestone 3

Feedback and
corrective actions

Milestone 4
Analysis and Results

Milestone 5

End of the Exercise
/ Points of Improvements
/Participants Questionnaires
(Primary Data for Future Research)

Fig. 3. The milestones of implementing the security exercise simulator

Source: Author

Table II: The 5C Action Application Combating Suspicious Objects

onfirm

Action Application

Confirming the existence and nature of the suspicious object onboard the simulated ship/port facility

ommunicate

Effective communication is vital during security incidents. This step involves notifying relevant
authorities, such as the ship's security officer, port authorities, or support bodies (e.g. bomb squad).

Once the suspicious object is confirmed, the area is cleared. Evacuation procedures are implemented
based on the simulated scenario for the ship or port facility (master station or shore assembly point).

Creating a cordon around a suspicious object typically refers to establishing a secure perimeter or
restricted area around the object, especially in scenarios where there is a potential threat or danger.
The cordon serves to control access, contain the situation, and prevent unauthorized individuals from
entering the area.

ontrol

This includes collaboration control between designated security personnel, authorities, and any
additional resources required for a comprehensive response to deter the risk of the suspicious object.

Source: Author
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The advent of computerized simulation techniques by
implementing one or a combination of these immersive
technologies within computerized simulation tabletop
security exercises could significantly enhance the
quality, depth, and breadth of security exercises more
than the conventional “Tabletop Exercise” approach
in the maritime industry, better preparing maritime
security specialized personnel to handle a wide range
of potential security threats and challenges.

CONCLUSION

Computerized simulation techniques utilizingimmersive
technologies in maritime security exercises may
offer immersive benefits and practical experiences
that better prepare maritime security personnel for
multifaceted risks, such as cyber threats, piracy,
and armed robbery, providing a more comprehensive
understanding and response preparedness. These
simulations replicate diverse maritime settings,
allowing for exposure to various security challenges
and the opportunity to practice risk-free, refining
responses, decision-making skills, and immediate
feedback. Additionally, they offer repetitive training
sessions, improving overall preparedness without real-
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